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Introduction

With social media being a crucial part of your role as a politician, the toolkit and accompanying training module are
designed to help keep you safe online. Whether you have just been elected or have been a councillor for a number of
years, there should be something here for all when it comes to using social media as part of your role.

The toolkit is designed to support all levels of experience, from those who have never used social media before to those
who are confident and long-term users.

While there are numerous benefits to using social mediq, there are potential pitfalls to be aware of, including online
abuse which some politicians have faced. Representatives across the political spectrum have experienced homophobic,
racist, gender-based or ableist abuse, which can lead people to leave politics or deter them from entering politics in the

first place. The potential chilling effect that such behaviour can have on democracy has prompted researchers at the
University of Liverpool to conduct a range of studies into this issue which has informed the production of this resource.

Things to consider before you start

It is important to note that if you are experiencing online abuse then you should alert colleagues and, where
appropriate, police. You should also alert the social media platform in question.

Social media is an important tool for you as an MP [ prospective parliamentary candidate, enabling you to
communicate and engage with your constituents and key stakeholders.

This online safety toolkit aims to support you in using it as safely as possible and in knowing what to do and where to go
if you experience any online abuse.

It has the benefit of enabling you to share key messages and updates on your work without the need to go through a
gatekeeper such as a journalist. It also enables you to respond directly to any questions your constituents may have.

Equally, there are a number of potential pitfalls and risks when it comes to using social media. An important thing to
bear in mind here is that social media can be overwhelming, with messages and comments flying around at all times of

the day and night.

As such, it is crucial to set boundaries to help protect yourself and to ensure your employees / colleagues support you in
making best use of social media as part of your campaigning and work.

Agree on the times when you or your team will be checking in on your account/s. It is a good idea to include this in your
bio. Any users should then be aware when they might reasonably expect a response from your accounts.

Some MPs make it clear in their bio that any requests for support need to be made via email rather than social media.
Vigilance against cyber attacks
As someone in a high profile role and privy to sensitive information, you are at greater risk of cyber attacks.

Among the potential means of cyber attack is something known as spear-phishing. This is when a communication is
sent to a particular person and is designed to look like it has come from a known or trusted contact.

These can be sent to personal email addresses as well as business email addresses. Malicious links can be included in
such emails through a URL or can be embedded into a document on something like Google Drive.



The victim can then be directed to a fake sign in page for what appears to be a legitimate service. Their details will then
be used to sign into their own account and to forward any future correspondence to the cyber attacker.

If in doubt about whether an email is genuine then check via a different means. Also do a regular check to ensure there
is no mail forwarding active on your account.

Be very careful about what, if any, personal information you share via social media. It could be used as part of a spear-
phishing attack. Cyber attackers will often gather and use such information to devise persuasive and convincing emails.

Likewise, be cautious about connecting with people on social media, even when they appear to have mutual contacts.
They could be fake accounts, set up to impersonate others.

Consider using a professional social media management service, which will enable colleagues or employees to create
posts without the need for you to share your passwords.

Using a social media management tool enables an audit trail to be kept in terms of who has posted content. If using a
social media management tool, ensure that account access logging is switched on, if it is available.

You should implement a content approval process, setting out how any draft social media content will be checked and
signed off to guard against any problematic content.

Only authorised staff should have access to your social media accounts and social media management tools. Ensure
that such access is removed before any staff members leave their role and change any passwords which they had

access to.

You should also ensure you have an emergency recovery plan in place. This should set up what to do, for example, if an
employee or anyone with access to your accounts has posted damaging content.

You need to know who to contact in advance of any such situations arising.
Ensure you lock any devices when not using them.

The National Cyber Security Centre advises the use of three different words combined to make a stronger password. This
renders it more difficult to hack and easier for you to remember.

For more tips on using social media securely, visit:

https://www.security.gov.uk/guidance/social-media-guidance/

https://www.security.gov.uk/guidance/social-media-guidance/using-social-media-securely

https://www.security.gov.uk/guidance/social-media-guidance/perform-social-media-security-assessment

Guidance on recovering a hacked account:

https://www.ncsc.gov.uk/guidance/recovering-a-hacked-account

For more information on protecting what you post on social mediaq, visit:

https://www.ncsc.gov.uk/quidance/social-media-protect-what-you-publish

Reporting a cyber attack
You can report any cyber attack incident via the link below:

https:/[report.ncsc.qgov.uk/

Setting up accounts securely
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There are a number of things to bear in mind when setting up social media accounts.

Two-step verification (2SV)

This is a way of checking that you are who you say you are when accessing online services. Passwords can be stolen by
cyber criminals, but if you use two-step verification then anyone who has your password would still not be able to
access your account.

You should find 2SV in the security settings of your account.

You should also use 2SV for your email account, as these can be used to reset passwords on other accounts you may
have.

When you set this up you will be given the option to set up a second verification stage, which could be receiving a text
message on your phone with a code to input. Some services will offer the opportunity to receive this code as a voice
message.

Other examples of 2SV include use of authenticator apps such as Microsoft Authenticator and Google Authenticator.
Advantages of using such apps is that you do not need a mobile signal and you do not have to wait for a text message

to appear.

Some 2SV involves an email being sent to you, giving you the opportunity to use a code or click to confirm that you are
who you say you are.

For further guidance on two-step verification, visit the National Cyber Security Centre website here.

(Full link here: https://www.ncsc.gov.uk/guidance/setting-2-step-verification-2sv)

How to use social media safely

You should always set up dedicated professional social media accounts rather than using any existing personal
accounts. If you do wish to retain an existing social media account on, for example, X (formerly Twitter), as you have
already amassed a number of followers, then there are ways to delete previous posts.

For more information on deleting posts manually via the X app, visit https://help.twitter.com/en/using-x/delete-posts.
They can only be deleted individually via the app itself.

Always use long and unique passwords and make sure they are different for each account. They should be 16 characters
or more and should not include any personal details which could be easy for hackers to guess. You could use a
password manager to help with coming up with passwords.

You can check if your email has been involved in a data breach by visiting https://haveibeenpwned.com/

Be cautious about any emails which have come from an account you do not know or which may even, at first glance,
look like they have come from a particular company or organisation. They could be what are called phishing emails.

Such phishing emails are designed to look like they have come from a contact or a genuine company or organisation.
But when you look closely at the email address, for example, you can see it is not a genuine email from a particular
company.

Sometimes such phishing emails or messages will be designed to invoke an urgent response from the recipient. Those
sending such emails will try to get past your usual defences by making you react quickly and panic by using phrases
such as ‘security alert'.

Phishing emails could, for example, claim there is a security alert on your account. They will often have typos or
grammatical and spelling errors too. Always check and, if in doubt, do not open or respond to such emails and make
sure you report any such activity.
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This ‘check a website’ service, on the Government-supported website, Get Safe Online enables you to check if a website
is genuine.

https://www.getsafeonline.org/checkawebsite/

Ensure you regularly update your apps to ensure they have the latest fixes and security updates.

What to do if you experience harassment

If you feel threatened by online abuse then you should notify police. You should also notify your colleagues and the
relevant social media platform.

It is crucial that you take steps to protect yourself by calling on colleagues, for example, to help with any of these steps.
In terms of ensuring you have sufficient evidence of any online abuse, you will need to take steps such as screenshotting
the posts or direct messages in question.

You should also take screenshots of the home page of that particular account to prove, for example, that it was publicly
accessible at the time any abusive material was posted. This is a necessary precaution in case the account is locked

down or even deactivated or deleted at a later date.

Itis important to add here that if you believe that you - or someone you know - is inimmediate danger then you
should contact police on 999.

Non-emergency situations, which do not require an immediate police response, should be reported by dialling 101.

Further guidance on when you should contact police is included here: https://reportharmfulcontent.com/when-
should-you-go-to-the-police/.

For more information on stalking and harassment, visit https://www.police.uk/advice/advice-and-
information/sh/stalking-harassment/what-is-stalking-harassment/.

For more information on online harm and how to report it visit https://reportharmfulcontent.com/.
Impact on mental health

If online abuse if impacting your mental health then it is crucial that you take a break. You also have the option of
deleting a social media account.

Some social media platforms allow you to temporarily deactivate accounts.
General guidance on staying safe online
We would advise doing an online check by putting your name into a search engine and seeing what comes up.

You can check if your email has been involved in a data breach by visiting https://haveibeenpwned.com/.

Beware of phishing emails which can appear, at first glance, to be from official organisations. Alternatively, you may get
emails which appear to be from a constituent, with an urgent sounding request to open malicious links. Phishing emails
are designed to enable the sender to install malware, which is malicious software used to steal personal data or money.

The check a website service can be used to check if a website is genuine. It has been set up by the government-
supported Get Safe Online site in partnership with the Cifas fraud prevention service.

https://www.getsafeonline.org/checkawebsite/

Ensure that you update apps to ensure they have the latest fixes and security updates.

Useful links for further information
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Setting up two-step verification

https://www.ncsc.gov.uk/quidance/setting-2-step-verification-2sv

Documenting online abuse

https://www.onlinesos.org/

Meta - Facebook / Instagram [ WhatsApp [ Threads
Meta safety center

https://about.meta.com/actions/safety

Crisis support resources (you need to select UK in drop-down menu)

https://about.meta.com/actions/safety/crisis-support-resources

Online safety for women in government

https://www.facebook.com/government-nonprofits/blog/online-safety-for-women-in-government

Meta’s guidance on what happens when Al or digital methods are used in political or social issue ads

https://www.facebook.com/government-nonprofits/blog/political-ads-ai-disclosure-policy

Guidance for prospective politicians

https://www.facebook.com/government-nonprofits/best-practices/candidate

Tips to protect your Facebook and Instagram accounts

https://www.facebook.com/government-nonprofits/blog/tips-to-protect-your-facebook-account

LinkedIn

https://www.linkedin.com/help/linkedin/answer/a1337839/?lang=en

TikTok

https://newsroom.tiktok.com/en-us/protecting-election-integrity-in-2024

https://www.tiktok.com/safety/en/safety-privacy-controls/

TikTok’'s community guidelines

https://www.tiktok.com/community-quidelines/en/

WhatsApp
Staying safe on WhatsApp

https://fag.whatsapp.com/1313491802751163

X (formerly Twitter)

https://help.twitter.com/en/safety-and-security

YouTube

https://support.google.com/youtube/topic/2803240?hi=en&ref _topic=6151248

Further resources on the Local Government Association website

Handling online abuse and intimidation national webinar presentation
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Councillors’ guide to handling harassment, abuse and intimidation

Social media guidance for councillors

Digital citizenship: support and resources for councillors

Debate Not Hate Campaign Resources

Seven principles for safer canvassing

Working with your staff to ensure online
safety

It is important to agree a protocol setting out the boundaries in terms of social media and online content and to share
this with social media users.

Two examples of such protocols, taken from the websites of Labour MP Jo Stevens and Conservative MP Stuart Anderson
can be seen below.

Labour MP for Cardiff East Jo Stevens’s website and social media policy
"This website and associated social media channels - Instagram, Facebook, X (formerly Twitter), Linkedin and TikTok -

are managed by members of Jo Stevens MP’s team. They are designed to share news, photos, and resources about
Cardiff East, including what your MP is doing in the constituency and Parliament — and how you can get involved.

"We want these online spaces to be a safe places for people — particularly constituents of Cardiff East — to share their
comments and thoughts on the issues covered here. To make sure our online community is a safe and enjoyable
environment for people to comment, question and engage in debate, we ask everyone to follow these community
guidelines:

. We encourage respectful discussion between people. You don’t have to agree with what other people say or share, but

please treat everybody with dignity, courtesy and respect.

. Comments expressing any of the following will be removed and reported by our moderators:

a. Discrimination based on race, ethnicity, national origin, religion, sexuality, sex, gender, age or disability

b. Advertising or promotion of any services or pages

c. Unintelligible spam or comments that are not relevant to the topics raised on the page, or the same comment(s) on
multiple posts

d. Violence or harm towards MPs, our moderators, or anyone else on our page

e. Misinformation and conspiracy theories

f. Comments from fake accounts or bots that seek to hijack the comments

. Our moderators will decide which comments break these guidelines, and will hide and delete any comments that do, as

well as block any users who do not follow the guidelines.

. To keep comment moderation manageable for our moderators, we will [imit the public reply and comment functions on

some posts.

. We may also report harassment and malicious communication to the police if needed.

"As always, if you live in Cardiff East and have an issue you would like to raise directly with your MP, please email:
jo.stevens.mp@parliament.uk, ensuring you include your full name and address as Parliamentary rules mean that this
office is only able to represent constituents of Cardiff East. Thank you.”

South Shropshire Conservative MP Stuart Anderson’s social media protocol

"I am proud to have been elected as the Member of Parliament for South Shropshire. | am keen to hear from and engage
with as many residents as possible, and have already engaged with many through surveys online, by email, out
campaigning, attending local events and hosting my own 'Meet the Candidate’ events.


https://www.local.gov.uk/councillors-guide-handling-harassment-abuse-and-intimidation
https://www.local.gov.uk/our-support/communications-and-community-engagement/social-media-guidance-councillors
https://www.local.gov.uk/our-support/guidance-and-resources/civility-public-life-resources-councillors/handling-abuse-and-0
https://www.local.gov.uk/about/campaigns/debate-not-hate
https://www.local.gov.uk/publications/seven-principles-safer-canvassing-guide-councillors-and-candidates
https://www.instagram.com/jostevenslabour/
https://www.facebook.com/JoStevensLabour/
https://x.com/JoStevensLabour
https://www.linkedin.com/in/jo-stevens-6a4a32261/
https://www.tiktok.com/@jostevenslabour
mailto:jo.stevens.mp@parliament.uk

j—

"l use social media to promote my activities and priorities as | campaign, raising local issues as well as national
Conservative policies. | know that | hold political views not everyone will agree with. | also know that others will have their
own views and opinions that | may not agree with. | respect this. Even if | don't agree with someone’s views, it is still their
right to hold them.

"That said, it is incumbent upon all of us to discuss political issues with respect and moderation. No one should feel
intimidated or threatened, online or offline. There are a number of ground rules that | have set for my social media
channels. These have been designed to ensure that all interactions uphold the principles of mutual respect and
common courtesy. Sadly, there are some who wish to abuse my social media for their own purposes. | do not believe
that this is right. | do not do this to others with different viewpoints. | have a right to protect myself from any threats of
harassment and abuse.

"My social media channels are my own platform, owned and curated by myself and/or select people who help manage
my social media. While | will occasionally respond to comments, these platforms are not an appropriate place to raise
matters that need an in-depth response. Comments are not a substitute for emails, and | won't be able to respond in the
same way. It is best to send your enquiry as an email to stuart.anderson.mp@parliament.uk.

"The ground rules that | have set for my social media channels are as follows:

. As | have mentioned above, the primary purpose of my social media accounts is to champion local issues and promote

my work in Parliament on behalf of my constituents. If you are identified as not living or working in the constituency, you
may have your comments ignored, hidden, or removed.

. Abuse and threats of any kind will not be tolerated — even if you think that the words you used were mild or posted with

tongue in cheek. Any comments that are felt not to be polite or respectful may be hidden or deleted without prior notice.
The account that is posting them may also be blocked and reported to the social media companies and to the Police
accordingly. | have a zero-tolerance policy, which means all threats and abuse will be reported straightaway to
appropriate authorities.

. Whilst | welcome feedback, the comments sections of my social media channels are not to be used by opposition

activists or organisations to post their own political views. As long as they follow the rules set by the social media
company, they should be able to create their own page or account.

. Likewise, comments that are intended to deflect or divert attention from the content of the main post may be removed

without prior notice.

. Spamming is not tolerated. This includes persistent posting of comments across multiple posts or platforms that say the

same thing or an unrelated comment to the original post. These comments will be deleted and the account that is
posting them may be blocked without any prior notice.

. Advertising of any kind is not permitted and any genuine recommendations of products or services that people make in

the comments are the responsibility of the person making the recommendation.

. No issues should be raised on my social media that accuse or insinuate an individual or organisation of wrong doing or

of a confidential nature. These should either be raised directly with the police or emailed to myself at
stuart.anderson.mp@parliament.uk’

Further reading

National Cyber Security Centre's guidance for high-risk individuals on protecting your accounts and devices

https://www.ncsc.gov.uk/collection/defending-democracy/guidance-for-high-risk-individuals

https://www.ncsc.gov.uk/guidance/guidance-for-individuals-in-politics

https://www.nwci.ie/images/uploads/NWC _Toolkit_SocialMediaAbuse _2022FINAL.pdf

A handy glossary explaining some of the key social media terms is available via the Get Safe Online site

Glossary - Get Safe Online
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The Glitch charity

https://glitchcharity.co.uk/wp-content/uploads/2022/09/Dealing-with-digital-threats-to-democracy-PDF-FINAL-1-
L.pdf-1.pdf

The Jo Cox Foundation

https://www.jocoxfoundation.org/our-work/respectful-politics/commission/recommendations/

Social media civility and respect guide produced by Breakthrough Communications on behalf of the Civility and Respect
Project

https://docs.google.com/document/d/liftaofixjGqrMj4kSiua_ G3lh-
E_wfR6onmemLR9rL0/edit#heading=h.xubrbixchv8m

The Safer Politics website has been produced by the University of Liverpool's Centre for Digital Politics, Media and
Democracy in co-operation with the Local Government Association.
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